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ABSTRACT 
While cryptographic algorithms are usually strong against 
mathematical attacks, their practical implementation, both in 
software and in hardware, opens the door to side-channel attacks. 
Without expensive equipment or intrusive monitoring, these 
attacks bypass the mathematical complexity and find the 
cryptographic key by observing the power consumption or the 
execution time variations of the device in normal operation mode. 
The power traces of 8000 encryptions are for instance sufficient 
to extract the secret key of an unprotected ASIC AES 
implementation, which is orders of magnitude smaller than the 
2128 tests required to brute force the algorithm. A careful 
implementation can address these vulnerabilities, yet the solutions 
conflict with the common design goals to optimize for area, 
performance and power consumption. This paper introduces the 
side-channel attack pitfalls, which help create or facilitate the 
observation of the information leakage, discusses mitigation 
strategies and identifies opportunities for future research.   

Categories and Subject Descriptors 
B.6 [Hardware]: Logic Design; B.7 [Hardware]: Integrated 
Circuits; E.3 [Data]: Data encryption. 

General Terms 
Design, Security, Verification. 

Keywords 
Side-Channel Attack, Differential Power Analysis, Encryption, 
Security IC. 

1. INTRODUCTION 
In traditional cryptanalysis, which views a cipher as a black box 
operation that transforms the plaintext into the ciphertext using a 
secret key, many ciphers have no practical known weaknesses, 
and the only way to unlock the secret key is to try all possible 
combinations. As a result, as long as the number of combinations 
is large enough such that a complete search becomes de facto 

impossible, the cipher is said to be secure. For instance, the RSA 
public key algorithm using 2048 bits can be used at least till the 
year 2030 before the expected computing power will be available 
to do the integer factorization of a 2048 bit number [1].  

In reality, however, the cipher has to be implemented on a 
tangible device, which will leak additional information that can be 
used to determine the secret key. Indeed, similarly that feel or 
sound can help to find the combination of a padlock, the power 
consumption or time delay of the device can reveal the value of 
the secret key. Early smart card implementations, for instance, 
implemented the modular exponentiation of the RSA algorithm 
using the text book version of the square-and-multiply algorithm, 
in which the multiplication is only executed if the exponent bit 
equals 1. Since a multiplication does not have the same power 
signature as a squaring operation, it was possible to find out by 
observing the power consumption when a multiplication took 
place and thus to read off the private key from a single power 
trace.  

The attacks, that use additional information leaking from the 
practical implementation, are also known as side-channel attacks 
(SCAs). First proposed in 1996 [2], they have since then been 
used to extract cryptographic key material of symmetric and 
public key encryption algorithms running on microprocessors, 
DSPs, FPGAs, ASICs and high performance CPUs 
[3],[4],[5],[6],[7] from variations in power consumption, time 
delay or electromagnetic radiation [3],[8],[9]. Note that SCAs are 
non-invasive attacks, which means that they observe the device in 
normal operation mode without any physical harm to the device, 
and making the device tamperproof does not protect against the 
attacks. For certain attacks, it is not even necessary to possess the 
device or be in close proximity as demonstrated with a remote 
attack that successfully found key material of an OpenSSL 
webserver from non-constant execution time due to conditional 
branches in the algorithm [10].  

A careful design –we will discuss some mitigation strategies in 
section 3– can offer increased resistance against the 
vulnerabilities. As pointed out earlier [11], security adds a new 
dimension to a design in addition to area, performance and power 
consumption optimization. Side-channel attack resistance, which 
can be a showstopper to achieve security, is no exception and the 
thus far prevailing strategies rarely come cheap. It is also not very 
well understood how to analyze the strength of a design and the 
precise cost of a mitigations strategy is seldom fully and clearly 
communicated. This makes the resistance increase hard to 
quantify and the design trade-offs difficult to make.  
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It is interesting to notice that despite the overwhelming negative 
connotation of side-channel attacks, they might not be all bad. It 
is currently being proposed to use them to do device 
fingerprinting [12]. This would allow detecting cloned smart 
cards, which are programmed with the secret information and the 
logical functionality of the original, from genuine smart cards as 
both cards would not have the same characteristic leakage.  

The remainder of this paper is organized as follows. The next 
section introduces the pitfalls that might open the door to side-
channel attacks: resource sharing, optimization features and 
increased functionality. Section 3 presents some mitigation 
strategies and discusses the shortcomings. Finally, a conclusion 
will be formulated. 

2. SIDE-CHANNEL PITFALLS 
Typical targets of side-channel attacks are security ICs used in 
embedded devices and smart cards. Not only are they an alluring 
target as they are dedicated to performing secure operations, they 
are also rather easy to analyze. In general, it is a simple device 
running a single process at a low to moderate clock frequency 
with direct access to the side-channel of interest and with 
(precise) control over synchronization and measurements. 

Yet the interaction between software and a micro-architecture 
optimized for performance leads to similar vulnerabilities and in 
recent times, SCAs have been demonstrated that successfully 
attack software implementations of symmetric and public key 
encryption algorithms running on 32-bit microprocessors [7],[13]. 
In this section, we will use the cache attacks, which exploit side-
channel information that is leaked by a microprocessor’s cache, to 
illustrate the side-channel pitfalls: resource sharing, optimization 
features, and increased functionality. Without proper attention, 
the pitfalls are prone to contribute side-channel leakage and hence 
they can be used to identify potential problems. Given that a side-
channel is in fact a covert channel without conspiracy or consent, 
it should not be a surprise that both share facilitators and 
consequently mitigation strategies [14],[15].  

A cache attack works as follows. The cache is used to store 
recently used data in a fast memory block close to the 
microprocessor. Whenever this data is used subsequently, it can 
be delivered quickly. On the other hand, whenever the 
microprocessor requires data that is not in the cache, it has to be 
fetched from another memory with a larger latency. The time 
difference between both events is measurable and provides the 
attacker with sufficient data on the state and the execution of the 
algorithm to extract some or even all secret key bits 
[7],[13],[16],[17]. Note that numerous mitigations have been put 
forward to limit the information leakage (e.g. [18]), some of 
which have been incorporated into cryptographic tools and 
libraries (e.g. OpenSSL [19]). 

2.1 Resource Sharing 
Resource sharing, which reduces the amount of hardware needed 
to implement a certain functionality, can both create side-channel 
information and facilitate its observation.  

This can be seen with our cache attack illustration as follows. The 
cache is shared between the different processes running on the 
same CPU and since the cache has a finite size, they compete for 
the shared resource. This means that one process can evict another 

process’s data from the cache if some of their data is mapped to 
the same cache line, where a cache line (aka. cache entry) is the 
smallest unit of memory that can be transferred between the main 
memory and the cache. This has two consequences. Firstly, a spy 
process is able to observe which cache lines are used by the 
crypto process and thus determine its cache footprint. Secondly, 
the spy process is able to clean the cache. It can remove all of 
crypto’s data from the cache, which will increase the number of 
cache misses of the crypto process as the cache does not contain 
any of its data. This also has the advantage that the attacker can 
readily hypothesize a known initial state of the cache, which is 
required to estimate the leakage.  

2.2 Optimization Features 
Optimization features, which improve a system’s performance or 
cost, can create side-channel information. In general, only the 
typical case is being optimized, and hence the corner cases leak 
information.  

This can be seen with our cache attack illustration as follows. The 
cache is implemented to overcome the latency penalty of an 
access to main memory. Without a cache, the microprocessor 
would have to fetch all data from main memory or a higher level 
cache. The main memory is much slower than the microprocessor, 
which would be stalled waiting for the data to become available. 
In general, it is expected that cache hits (when the required data is 
in the cache) are much more frequent than cache misses (when the 
required data is not in the cache) and thus that the overall latency 
is closer to the latency of the cache than to the latency of main 
memory. The cache is an optimization feature leaking information 
through the latency difference between a typical case (cache hit) 
and a corner case (cache miss).   

2.3 Increased visibility/functionality 
Increased visibility, or for that matter increased functionality, can 
facilitate the observation of side-channel information. In general 
new functionality increases the complexity and hence introduces 
new interactions that might ease the difficulty of mounting the 
measurements. 

This can be seen with our cache attack illustration as follows. 
Special performance counters have been added to modern 
microprocessors to count a wide array of events that affect a 
program’s performance. They are able to count the number of 
cache accesses, as the cache behavior is an important factor in a 
program’s performance. Compared with the time stamp counter, 
which is currently used in the cache attacks, the performance 
counters increase the visibility. The counters can be programmed 
to solely count the events of interest. For instance, it is possible to 
specify to only measure the cache read misses and not the cache 
write misses. Time measurements, on the other hand, measure all 
events that influence the time delay. The performance counters 
paint a more accurate picture and –if for a moment we ignore the 
fact that they can only be accessed using privileged ring-0 
instructions–, they could enable better and faster attacks than the 
timestamp counter.  

16



3. MITIGATION STRATEGIES 

3.1 Side-Channel Attacks in a Nutshell 
A side-channel attack works as follows (see figure 1): it compares 
observations of the side-channel leakage (i.e. measurement 
samples of the supply current, execution time, or electro magnetic 
radiation) with estimations of the side-channel leakage. The 
leakage estimation comes from a leakage model of the device 
requiring a guess on the secret key. The correct key is found by 
identifying the best match between the measurements and the 
leakage estimations of the different key guesses. Furthermore, by 
limiting the leakage model to only a small piece of the algorithm, 
only a small part of the key must be guessed and the complete key 
can be found using a divide-and-conquer approach. For instance, 
an attack on the Advanced Encryption Standard (AES) generally 
estimates the leakage caused by a single key byte and as a result 
the 128-bit key can be found with a mere 16⋅28 tests. Finally, as 
the observations might be noisy and the model might be 
approximate, statistical methods are often used to derive the 
secret from many measurements.  

7 2 0 8 4 0 2 7 2  
3 3 6 7 1 2 8 7 5
3 1 8 2 6 5 5 2 3

P = S-1(K⊕C)

E = HmW(P)
estimation

device

key fragment guess

unknown secret key

input

measurement

model

analysis 

 
Figure 1. Side-channel attack methodology.  

Attacks that use a single or only a few observations are referred to 
as simple side-channel attacks. The ‘simple’ refers to the number 
of measurements used and not to the simplicity of the attacks. In 
fact, they require a precise knowledge of the architecture and 
implementation of both the device and the algorithm and their 
effect on the observed measurement sample. As a result, they are 
relatively easy to protect from. For instance, the square-and-
multiply algorithm can be implemented to perform the multiply 
independent of the exponent bit and only use the result if the 
exponent bit is actually one.  

Attacks that use many observations are referred to as differential 
side-channel attacks. The timing attacks typically target variable 
instruction flow. Their focus is on public key ciphers as 
symmetric ciphers, which always perform the same operations, 
can easily –aside from the cache effects– be made constant time. 
The public key ciphers can be effectively protected using masking 
or blinding techniques that prevent collecting multiple 
measurements of the same operation on different data [2],[20]. 

The power attacks, and for that matter EMA attacks as 
electromagnetic fields are generated by the electric charge that 
flows, target data dependent supply current variations. These 
attacks are based on the fact that logic operations in standard 
static CMOS have power characteristics that depend on the input 
data. Power is only drawn from the power supply when a logic 
gate has a 0 to 1 output transition. As an example [21], figure 2 

(left) shows the measurements of an unprotected ASIC AES with 
128-bit encryption data path and on-the-fly key scheduling. 
Figure 2 (right) shows the result of a correlation attack, which 
correlates the power variations in the clock cycle of interest with 
an estimation using a guess on 8 key bits. The figure shows that 
the correct 8 bits are easily found despite the algorithmic noise 
(i.e. power consumption) of the other 120 bits in the data path and 
the complete key scheduling. Indeed, the differential power 
analysis is effective even if power variations are overshadowed 
with measurement errors and noise. After a sufficient number of 
measurements, a signal will emerge from the noise [22]. 
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Figure 2. Cracking the secret key: supply current 

measurements (left); attack result after 15K measurements.  

The next section discusses some selected power attack 
countermeasures and general challenges.  

3.2 Countermeasures and Challenges 
Many of the mitigations that are intuitively put forward, such as 
the randomization of the execution sequence or the addition of a 
random power consuming module or a current sink, hardly 
improve the resistance against the power attacks [23],[3],[24]. In 
the present state-of-the-art, the countermeasures try to make the 
power consumption of the cryptographic device independent of 
the signal values at the internal circuit nodes by either 
randomizing or flattening the power consumption. None of the 
techniques, however, provides perfect security instead they 
increase the required number of measurements.  

Randomizing the power consumption is done with masking 
techniques that randomize the signal values at the internal circuit 
nodes while still producing the correct ciphertext. This can be 
done at the algorithmic level where a random mask is added to the 
data prior to the encryption and removed afterwards without 
changing the encryption result (e.g. [25]) or at the circuit level 
where a random mask-bit equalizes the output transition 
probabilities of each logic gate [26],[27]. Flattening the power 
consumption is done at the circuit level such that each individual 
gate has a quasi data-independent power dissipation. This is done 
with dynamic differential logic, sometimes also referred to as dual 
rail with precharge logic to assure that every logic gate has a 
single charging event per cycle [28]. In self-timed asynchronous 
logic [29], the terminology refers to dual rail encoded data 
interleaved with spacers. As an example [21], figure 3 shows the 
measurements and the attack result of an AES ASIC functionally 
identical to one of figure 2, which has been protected using the 
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secure digital design flow of [30] to flatten out the power 
consumption. 1.5M measurements are not sufficient to find the 
key byte under attack. 
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Figure 3. Secure Digital Design Flow: supply current 

measurements (left); attack result after 1.5M measurements. 

We will now enumerate some opportunities, but also possible 
pitfalls, for future research.  

The increased power attack resistance does not come for free. The 
algorithmic level masking has a factor 1.5 overhead when 
compared with a regular (unprotected) design [25]. The masked 
logic styles have a factor 2 and 5 area overhead [26],[27]. The 
dual rail logic styles have a factor 3 area overhead [21]. Yet, the 
figures for the algorithmic and logic masking do not include the 
random number generator. It is thus important that the full 
implementation cost of a countermeasure is clearly communicated 
and taken into account for evaluation. Several techniques have 
been proposed to reduce the area overhead. For instance, custom 
logic cells can be made more compact than compound standard 
logic cells and security partitioning reduces the part of the design 
that has to be protected [21]. Can these techniques be optimized 
further or can a breakthrough mitigation technology be developed 
with a lower overhead?  

Yet, one has to be careful to declare a (new) mitigation as secure. 
A visual inspection, or even the standard deviation of the power 
consumption, does not provide any indication [31]. Thus far, the 
best figure of merit is probably the required number of 
measurements for a successful attack on a realistic circuit. The 
success of an attack, however, depends both on the information in 
the power consumption and on the strength of the attacker, which 
encompasses the measurement setup but also the leakage 
estimation and the statistical technique used. Indeed, if the power 
estimation is more accurate the attack will be more successful. 
The statistical analysis technique to compare the measurements 
with the estimations is also important: the difference of means test 
requires more measurements then the correlation test, which 
requires more measurements then the Bayesian classification. 
Some work has been done to distinguish the quality of an 
implementation from the strength of a side-channel adversary 
[32], but it is not clear how in a practical way a design can be 
evaluated without an attack and with abstraction of the statistical 
tool or distinguisher. Can an expression be found that based on 
design parameters such as the activity factor or a power 
consumption profile indicates the strength of a design? 

Aside from algorithmic techniques for software running on 
microprocessors, resistance can not be added as an afterthought. 
Some design flows have been developed to automatically create 
more secure designs [30],[33],[34],[35]. Yet, design time security 
assessment remains a crucial design phase [36]. The quality of the 
assessment, however, is only as good as the power consumption 
simulation model used. It is important to note that side-channel 
resistance can not be isolated at one abstraction level: a technique 
that can be proven secure at a high abstraction level is not 
necessarily secure when gate delays or load capacitances are 
taken into account. This has been proven true both for the 
masking techniques and for the current flattening techniques. 
Glitches make attacks on the former possible [37]. Early 
propagation of data enables attacks on the latter [38]. These issues 
could be addressed with strict control over all the signal arrival 
times. How can this be done in a 20K+ design? Building a correct 
simulation model of the side-channel leaks for use in the design 
time security assessment is not easy. Minor differences, even 
second order effects, in the power model can have a big influence 
in the resistance assessment [31]. What is the proper power 
simulation model that can be used to correctly yet quickly 
evaluate a design at design time? Given that minor differences 
have a big influence, how can process related variations of deep 
submicron technology be taken into account to assure a high yield 
despite intra- and inter-die variations?  

For the dual rail circuit styles to be effective it is crucial that the 
load capacitances at the differential output are matched. Figure 4 
shows the load capacitance decomposition. Matching the 
interconnect capacitances of the signal wires is essential. This can 
be done with differential routing [30] or backend duplication [35]. 
Yet with shrinking deep submicron technology, how can we make 
sure that the nets are matched sufficiently and what does 
sufficiently mean?   
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Figure 4. Interconnect capacitance decomposition.  

Finally, to give an example of the complexity of designing and 
evaluating a countermeasure, consider recent developments 
regarding algorithmic masking, which was conceived as a 
mathematically proven countermeasure. Earlier work has already 
shown that it was vulnerable against higher order attacks. These 
attacks can combine multiple samples to remove an unknown 
mask because of the Hamming weight or distance leakage 
estimation model used [39]. But now using template attacks, in 
which the leakage model is built from the measurements, the 
authors of [40] conclude that masking has zero improvement on 
the security of an implementation.   
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4. CONCLUSIONS 
Using side-channel information, it can be very easy to gain secret 
information from a device. Protecting against the attacks 
exploiting the information, however, can be a challenge, is costly 
and must be done with care.  This paper discussed the side-
channel attack pitfalls, which give rise to the information leakage, 
reviewed prevailing mitigation strategies, and identified 
opportunities but also various pitfalls that must be avoided for 
future research. 
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